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Do You Understand What We Are Losmg’

. One fourth of the world's
species of mammals are threatened
.» with extinction, and about half of
those may be gone in as little as a
decade, according to the most
- complete global analysis of
" endangered species ever compiled.
.The report was released by the
TUCN World Conservation Union.

-Los Angeles Times
Octobcr 4, 1996

At some point we must draw a line across the ground of our home and
our being, drive a spear into the land, and say to the bulldozers,
earthmovers, government and corporations, "thus far and no farther.”
If we do not, we shall later feel, instead of pride, the regret of Thoreau,
that good but overly-bookish man, who wrote, near the end of his life,
"If I repent of anything it is likely to be my good behaviour.”

— Ed Abbey
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ARE YoOuU SAFE?

Asking ourselves if we are safe means asking ourselves if we are pre-
pared, individually and as a group to take direct action and accept the
consequences of it. Put safety first! Activists have been killed and seriously
injured putting their bodies on the line! Locking down to moving vehicles
or equipment is not safe. The noise made by the machinery drowns out the
sound of anything you need to communicate to the operators and cops—
especially whether or not they may kill you if the machine keeps moving!
Never suspend yourself from anything by locking yourself to it. You could
easily hang or severly injure yourself this way! Wear long, warm clothing
and carry eye and ear protection.

Cops and operators of vehicles and equipment that people are locking down
to must be fully aware that if they are heavy-handed with nonviolent people,
especially those in dangerous lock down positions, that they could injure or kill
these people. Furthermore, the operators and the cops must be told (repeat-
edly!) that if they do interfere with these peaceful protesters that they will be
held personally responsible for any injuries they inflict on them.

Activists should be prepared for physical and psychological torture from the
police and other violent opposers. Tripods have been rammed, knocked over and
cut down with people on them. People have been dragged by their necks from the
gates they're locked to. Others have been wheeled from their blockades while still
connected to 1,200-pound concrete barrels. People have sustained countless
injuries from pain compliance (torture) holds, over-tightened hand cuffs, being
maced, beaten with batons and tire irons, hog-tied and psychologically tortured.
These sadistic means of physical control are only authorized by the police to be
used on subjects which are violent and are flight risks. As nonviolent activists we
are neither. We are making a political statement and standing our ground, and we
have every constitutional right in the book to do it!

This sick legacy of abuse will only be perpetuated unless we aggressively
challenge every instance of violence against us. When violence occurs,
isolate the situation and use conflict management tools to diffuse it. Use
cameras and take written notes to intimidate people who are violent with
activists and document everything that occurs during actions. Get medical
attention and documentation of injuries. Contact a good lawyer. File police
reports. Trash the hate mongers in the media. Then, make an example of
them by hauling their butts to court and taking them for all you can! A

_sizeable claim will intimidate other thugs from attacking activists and will
fund full-time activism.
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DISCLAIMER AND LICENSE AGREEMENT
READ THE FOLLOWING IMPORTANT REGISTRATION INFORMATION

The attached document, the “Earth First! Direct Action Manual,” hereby referred to as
"The Manual," has been written for entertainment purposes only. No one involved with
the production and distribution of “The Manual-" the DAM Collective editors, contribu-
tors, artists, publisher, distributors, retailers, or anyone- encourages anyone to do any of
the ridiculous, illegal things described herein. "The Manual" or any part thereof may not
be reproduced or distributed without this license agreement attached. This license agree-
ment and/or The Manual may not be altered in any manner that changes, eliminates, or
seeks to nullify or void this license agreement.

Friendly User Agreement

If you are an individual end user whose commitment to environmental and/or social
justice issues is demonstrable through your actions and whose use is not on behalf of a
business, organization, or governmental agency/body, and you are not providing any con-
sultation or service (voluntarily or contractually) to said entities, this license agreement will
hereby refer to you as "Our Friend." As "Our Friend," you may read, possess, or reproduce
only full and complete copies of "The Manual" without an explicit license agreement from
the DAM Collective. As "Our Friend," you may also only distribute full and complete copies
of "The Manual" to other individual end users of similar commitment to environmental
and /or social justice issues freely, or only at the cost of reproduction to you.

Corporate/Institutional/Government User Agreement

If you are a business, institution, or government agency/body, or are otherwise em-
ployed by, contracted to, or provide any consultation (voluntary or contractually) to such
an entity relating in any way to any of the following: environmental or social justice is-
sues, law enforcement, national security, the military, manufacturing, or any activities which
directly or indirectly impact the environment in any way, shape or form, this license agree-
ment will hereby refer to you as "The Company" and the following pertains to you.

"The Company" is required to read this agreement and comply with its terms and immedi-
ately destroy in its entirety any copies of "The Manual" existing in "The Company's" posses-
sion (electronic or otherwise), or in the possession of an individual working with "The Com-
pany,” until such time as "The Company" has fulfilled its registration requirements. A form to
request registration agreements is provided at the end of this contract. The cost to "The Com-
pany” is $50,000 U.S. per page, per user. Note that use or possession of "The Manual" by "The
Company" is strictly conditional upon receipt of payment in full of the aforementioned speci-
fied fee as acknowledged in a letter of confirmation from the DAM Collective.

“The Manual” may not be distributed by "The Company" to any outside business, organi-
zation, government agency/body, or individual. This agreement authorizes "The Company"
to use and possess only the specified page(s) and specified number of copies of said page(s)
described in the confirmation letter from the DAM Collective. This agreement requires re-
newal on an annual basis. That is, "The Company” must pay the aforementioned fee every
year, for every year of use. Renewal of licensing is contingent upon receipt of a confirmation
letter from the DAM Collective authorizing such continued use. If "The Company" does not
obtain a confirmation letter from the DAM Collective and pay the applicable agreement fee,
"The Company" is in violation of applicable United States copyright laws.

“The Manual” is protected by U.S. copyright laws and international treaty provisions.
"The Company" acknowledges that no title to the intellectual property in "The Manual” is
transferred to "The Company." "The Company" further acknowledges that full owner

++  ship rights to "The Manual” will remain the exclusive property of the DAM
11 Collective, and "The Company" will not acquire any rights to "The Manual” ex-



cept as expressly set forth in this agreement. "The Company" agrees that any copies of
“The Manual" or sections thereof made by "The Company" will contain the same propri-
etary notices which appear in this document. In the event of invalidity of any provision of
this agreement, the parties agree that such invalidity shall not affect the validity of the
remaining portions of this agreement.

In no event shall the DAM Collective be made liable for consequential, incidental direct
or indirect damages of any kind arising out of the delivery, performance or use of the
information contained within the copy of "The Manual" or sections thereof, even if the
DAM Collective has been advised of the possibility of such damages. In no event will the
DAM Collective’s liability for any claim, whether in contract, tort, or any other theory of
liability, exceed the government fee paid by "The Company.”

This agreement will be governed by the laws of the State of Oregon as they are applied
to agreements to be entered into and to be performed entirely within Oregon. The United
Nations Convention on Contracts for the International Sale of Goods is specifically dis-
claimed herein as well.

This agreement together with any confirmation letter from The DAM Collective consti-
tute the entire agreement between "The Company" and the DAM Collective. This entire
agreement supersedes any prior agreement, including any prior agreement from the DAM
Collective, or understanding, whether written or oral, relating to the subject matter of this
agreement. The terms and conditions of this agreement shall apply to all orders for "The
Manual" submitted to the DAM Collective and shall supersede any different or additional
terms on purchase orders from "The Company."

This disclaimer and license agreement is publicly available by writing to: DAM Collec-
tive C/O Southern Willamette Earth First! P.O. Box 10384, Eugene OR 97440 (541) 343-
7305; e-mail: swef@efn.org.

Copyright © 1997 by DAM Collective. All rights reserved including the right of
reproduction in whole or in part in any form and bound entirely by the explicit condi-
tions of this Disclaimer and License Agreement .
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INTRODUCTION

So, you and your band of happy ragged folk want to stop the wholesale destruc-
tion of the Earth? Well, this manual does not even pretend to be the end all, be all,
of tactics that will work, much less halt corporate greed and governmental corrup-
tion. Corporations and governments will go to any length to meet their own
economic goals. But, the nonviolent direct action techniques explained in this
manual are challenging the greed heads more today than ever before.

Whether it is locking down to a 1,200-pound barrel of concrete on the door-
step of corporate amerikkka or occupying a forest with tree sitters, direct action
is a powerful expression of resistance to business as usual. Itis a tactical
advance on any campaign to hold corporations and governments accountable
for destroying Mother Earth. What's more direct action gets the goods! It has
saved wild places and shut evil operations down. It inspires and raises aware-
ness among diverse groups of people, costs the corporations lots of money and
buys people’s campaigns time to further organize. For these reasons, people all
over the world are pushing the limits of Gandhi’s revolutionary “truth force”
maxim and the Quaker concept of "bearing witness" to injustice with technol-
ogy assisted civil disobedience. They are rising up and redefining their com-
mitment to the Earth by reinforcing their political actions with devices that are
very difficult, expensive and dangerous to remove.

This manual is a first edition. It was created to be a helpful guide to, and
clearinghouse of, tried, true and still emerging techniques. Think of it as a cook
book of sorts and regard it as a forum for sharing the actions which define our
movement. As such, this manual is the consolidation of a tremendous amount of
information. In the interest of keeping the manual concise (so ya’ll will actually
read it!), several sections, particularly the nonviolence and security sections,
simply serve as introductions to concepts. Check the references for these sec-
tions. Gather more information and share your knowledge with all your friends.

Look before you leap! This manual was written by activists, not technical
geniuses! It will not prepare you for direct action. You and your group have to
prepare yourselves. Just as a chain is only as strong as it’s weakest link; the tactics,
techniques and devices in this manual are only as effective as the emotional and
physical preparations made by the people using them. Fear, anxiety, discomfort,
intimidation and harassment are all feelings that activists and their groups
experience. Turn these negative feelings on end with strategic planning and
advanced preparation. Assess your group’s skills and resources. Share your
concerns. Err on the side of caution. Maintain a process of clear communica-
tion within your group. Visualize your actions. Distribute the responsibilities.

VAW =
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For direct action to be effective it must be strategic. To paraphrase one of
America's greatest community organizers, the late Saul Alinsky, pick your target,
freeze it, personalize it and polarize it. Act offensively as well as defensively. Is
locking down a first resort or a last? Think in terms of what you want. Set your
goals and develop an action plan and a timeline for realizing these. The whole of
our efforts rests on a foundation of strong community-based organizing.

Direct action carries legal challenges for activists. Typical misdemeanor charges
people may face for blockading include; criminal trespass, disorderly conduct,
resisting arrest, criminal mischief, interfering with commerce, obstruction of
governmental administration and conspiracy. Jail time may be a reality. Strategic
Lawsuits Against Public Participation, SLAPP suits, may also be pressed. These are
civil suits pressed by corporations against activists to intimidate, discourage,
interrupt and exhaust them. Grand juries may even convene in a town near you!

But don’t be thwarted by all this, be awakened! Persistent support people,
with the names and information of those arrested on actions usually can get
people out of jail fairly quick and pro bono (free) lawyers can often have
charges dropped or reduced to mere infractions. Know your rights! Read,
“War at Home” and “If an Agent Knocks.” Cops will pry you with questions.
Be ready. Remember, you are only required to give them your name and
address, and only if you are being detained or being pulled over in a car. If
they knock on your door, show them how well it closes.

Video and written documentation of an action is crucial for evidence, media
distribution and preventing violence from erupting at an action. Consider this
reverse intimidation. Loggers and cops will think twice before kicking your
tripod over if they know the whole world is watching and their career is on the
line. And, since the whole world is watching, your individual actions will
reflect those of the entire group. Weapons, drugs and alcohol have no place on
actions. Be responsible. Practice nonviolence. Stay calm, cool and collected.

On media, is your action set up so that your people, the target and the
banner can be aligned to create an image, that in one powerful photo, will tell
your whole story to the world? What is your message? Craft sound bites that
are simple but urgent, tightly focused and that clearly explain your issue. Spin
themes with current affairs. Don’t let the media manipulate you. No matter
what they ask; just force your sound bite. Take your time, practice and find
strength in knowing that life herself is on our side.

Ultimately, blockading is just as much an art as it is a science. The ideas and
formulas for different devices and techniques presented here are fluid and
completely open to creative expansion. Adapt them to your needs and use

them as a springboard for action.
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NONVIOLENCE

Nonviolence is active resistance to injustice. In it’s purest form it is a strategy of
sheer noncooperation with business as usual. Noncooperation is an extremely
powerful tool in dismantling the golden pillars of industrial civilization that glorify
and protect materialism, institutionalized greed, hatred and the political elements
that are killing the Earth. The system will never have all the resources needed to
ever fully control the people. When the people mobilize, the whole system crashes!

Ask yourself, is our enemy the individual logger, agency official, corporate
executive, or even cop? Or, is our enemy this filthy rotten system that casts people
in oppressive roles? We can build suprising and diverse coalitions with individuals
and groups and work towards common goals on many levels. But, the system will
never allow us to ever pursue true freedom. Think about this the next time you’re
nose to nose with a logger in the woods or an industrial worker on the street. Focus
your emotions with nonviolent skills. They are just the minions of the system. Even
though their ignorance and apathy may frustrate us we must keep in mind that
they are brainwashed by the system. They are taught to believe that activists want
to steal their “job”, their means of survival. But, in virtually ever instance they are
getting screwed by the same system or “company” that is destroying the Earth.
Now, is our challenge to insult and anger them or recruit them?

Throughout history nonviolence has played a vital role in shaping the actions
of many movements for social change. People have waged incredibly successful
nonviolent campaigns with lots of preparation, practice, and discipline. In
America, nonviolent action helped abolitionists defeat slavery, laborers secure
rights in the workplace, and womin win sufferage. Itis a cross movement
philosophy. The authors strongly encourage a thorough review of the theory
and application of nonviolence because it certainly isn’t gonna be found in
these few words on this incredibly broad topic. This is simply a brief introduc-
tion to nonviolence skills and a reference that should lead you to the many
awesome works on nonviolent action. Confronting the issues of sexism, agism,
racism, homophobia and elitism that may arise within and challenge our
movements is not discussed here. This is not meant to delegitimize these issues.
Working through them is simply more complex than this section means to be.
But, it is extremely important to identify these issues and work through them.
Respect for each other is the foundation of our ability to organize together!
Herein you will find that respect is also the core of nonviolence.

The following information includes a nonviolence training outline and
introduces consensus decision making, conflict management, affinity group
support responsibilities and the legal process.




INONVIOLENCE TRAINING OUTLINE
3 1/2 HOUR TRAINING OUTLINE

I. INTRODUCTIONS (5-10  MINUTES)
* Name, where from, experience with nonviolent direct action, explain
briefly something that’s empowered you

II. A GENDA O VERVIEW (2 MINUTES)
* Explain process of meeting, hand signals

III. ExrLAIN C AMPAIGN N ONVIOLENCE CODE (5 MINUTES)
SampLE CODE:
* Qur attitude is one of openness, friendliness and respect toward all beings
e We will not use violence, either verbal or physical, towards any being
* We will not carry or use alcohol or drugs other than for medical purposes
during actions
* We will carry no weapons
* We will strive to create an atmosphere of calm and dignity
* We will not condone senseless acts of sabotage

IV. A FARMATION (15-20  MINUTES)
* Ask people to go around and give a short statement about why they are here
to take direct action (if more than 20-30 people in group this can be done in pairs)

V. E xpLAIN HisTORY OF N ONVIOLENCE (5-10 MINUTES)
* Ask people to give examples of nonviolent movements, i.e. suffragettes,
abolitionists, laborers, civil rights, Quakers, anti-nuclear, Chipkos, etc....

VI. D 1scuss V 10LENCE AND N ONVIOLENCE (20 MINUTES)

* What do you consider examples of violence/nonviolence? Why?

* Define nonviolence (way of life, personal commitment, action against
injustice/oppression, etc...).

e Brainstorm nonviolent tactics that different movements have used?

VIL.F EARs (15-20  MINUTES)

e Split into groups of 3-5 and share personal fears of direct action. Discuss
nonviolent responses to violence. Have one person take notes and report
summary of group’s discussion to large group.




BREAK- 5 MINUTES
Ask people to find a stick about 8" long, 1/2" thick and return with it after the break.

VIII. PLAY THE S TICK GAME (5 MINUTES)

Ask each person to try and break the end off the stick. Then ask the person in the
group who feels the strongest to gather up all the sticks and put them in a bundle.
Ask the person try to break them all at once. They won'’t be able to. This is a great
lesson in realizing that divided we can be broken but united we are strong.

IX. E xpLAIN C ONSENSUS D ECiSION MAKING (20-30  MINUTES)

e Demonstrate with a role play from an everyday life example: ordering a
sandwich, deciding which movie to go to, good idea for an action tomorrow, etc...

* What are people’s roles in a consensus meeting? Facilitator, note taker,
vibes watcher and time keeper.

* Fishbowl Exercise. Split up into groups of 8-10. Each group splits in half
and forms two concentric circles. The inside circle will have a short 10 minute
consensus meeting to develop an action plan. The outside circle will carefully
observe the inside circle’s consensus process. Then, the groups will break and
debrief what each group observed about the consensus process. Switch groups
and repeat exercise.

X.Di1rrereNcES (10-15  MINUTES)

e Discuss age, cultural, spiritual, religious, sexual differences and the importance
of respect for each other and not pushing our opinions on others. Avoiding racism,
sexism, ageism, etc... Explain egalitarian/non-hierarchical structure of campaign.

XI. E xPLAIN C ONFLICT RESOLUTION (1 HOUR)

e How do we act under pressure in an angry situation? First demonstrate role
play of bad example with two persons quarreling (one person borrowed
neighbor’s bike without permission and flattened the tire). Then redo it with
conflict management effort. Talk about anger escalation and 4 minute height of
anger. Try to de-escalate the anger before it reaches height. Discuss examples
from personal experience. Share what works/doesn’t work.

¢ Needs of all Humans- ourselves and our opponents. Conflict arises when
these are threatened.

— to be safe

— material well being (food, clothing, and shelter)

— to belong to a group




— to be respected and recognized
— to have control over our lives
— meaning to our lives: values, beliefs, spiritualism
* Role plays on conflict resolution. Do the first one with full anger and disre-
spect. Get fellow activists to diffuse it. Form “Hassle Lines” and practice verbal
confrontations and responses. Reverse roles so everyone gets a chance to under-
stand what it is like to be on both sides of conflict and in someone else’s shoes.

BREAK- 10 MINUTES

XII. ArriNiTY GROUPS AND THE B UDDY S vsTEM (15 MIN-
UTES)

e What is an affinity group (AG)? Emphasize tight group of people joined by
common interest and political strategy, non-hierarchical, consensus-based
decision making and strict adherence to nonviolence.

e Inside Roles: Guide, Arrest, Support, Medic and Camera.

¢ Qutside Roles: Driver, Jail Support and Media.

e Explain importance of the buddy system and support system. Talk about
the danger of “going it alone” to the person and the group.

* Spontaneous action is fine if well thought out, but ask people to tell at least
one person beforehand. One poorly thought out act could harm the whole group.

XIII. SAFETY IN A cTiON (10 MINUTES)

¢ Personal safety preparedness: Have an “action buddy/partner,” medica-
tion, clothes, gear, food, water. Remove jewelry, tie back hair, etc.

* No weapons, drugs or alcohol!

¢ Short discussion of responses to medical emergencies

XIV, A RREST S CENARIO (20 MINUTES)
¢ What are the +'s/-'s of getting arrested? Discuss ways of minimizing -'s.
* Review Arrest Flow Chart and discuss legal process. Ask people to hold
questions until you're finished.

XV. CLosING (10 MINUTES)

* Evaluation go-around: What you liked? Didn’t like? What you learned?
What could be done better/included for next training?

* Suggest how people interested in organizing an action/assisting one can
now get involved.

o ]om hands, thank everyone, group Howl!




CONSENSUS STEP-BY-STEP

1.) Problem stated (What are we talking about?)
2.) Question clarified (What needs to be decided?)
3.) Discussion (What are all views?)
4.) Proposal made (What action will the group take?)
5.) Discussion (speak to the proposal, clarify questions, good points, concerns)
6.) Modify proposal by amendments or withdraw
7.) Test for consensus:
A.) Restate proposal
B.) Call for concerns
C.) Call for objections within consensus, reservations, standing aside “This
may be a mistake, but I can live with it”
D.) Call for blocks
E.) Attempt to incorporate objections or blockers
F.) If unable, decision blocked. Come up with an alternative
G.) Consensus reached. Show verbal, visual agreement
8.) Decision implemented, assign tasks

CoNFLICT M ANAGEMENT TOOLS

e Show them respect

¢ Take a few deep breaths

e Ask them to show you respect

® Use a low calm tone of voice

* Use non-inflammatory language

* Use a non-threatening body posture (sit down, give them space)

¢ Be honest and sincere

* Ask what it is they want and how you can help

¢ Listen intently and don’t talk until they’re through venting

* Without necessarily agreeing, let them know you understand their position
¢ Tell them what it is you think they are trying to tell you

e Tell them what it is you like about their position

e Validate and show an understanding of their situation

* Don’t debate the issue or confront their complaint directly, instead calmly
communicate your personal reasons for this action

e If you feel frustrated or you’re not getting anywhere, step back and let
another peacekeeper take over

¢ Clarify any possible misunderstandings




® Clearly tell them what it is that you want

e Assure them that you want them to be treated fairly

* Look them in the eye, but let them avoid eye contact if they want
e Tell them your first name, ask for theirs and use it often

* If person is out of control, shift their attention away from source of anger
* Find a common ground to build trust on

* Agree to disagree

* Avoid substances that interfere with clear thinking

* Don'’t take yourself too seriously

* Don’t make sudden movements

¢ Sit down or ask others to sit down

* Keep people from crowding around and talking over one another
* If you're already sitting down and you need to get up, do so slowly
* Be flexible

e Walk away

¢ Be aware of other people’s boundaries

* Adjust your attitude

e State the obvious (I don’t want to fight)

e Leave them an honorable way out

¢ Explore other options

* Get advice from someone you trust

AFFINITY GrROUP SUPPORT PEOPLE’S CHECKLIST:

The role of support in an action is crucial. Support people accept the responsibil-
ity of being a visible, involved contact to the outside world once a member of their
affinity group is arrested. They embody the care and concern an affinity group
shares among its members. This means making sure that activists are not isolated,
neglected and overburdened because of their political actions. The following is a
breakdown of such responsibilities of support people throughout an action.

BEFORE THE A CTION

e Know the people in your Affinity Group (AG) by name and face.

* Know any pertinent medical information for each person.

¢ Know who the support coordinators are (if applicable).

* Know where people who are arrested are likely to be taken.

* Know contact phone numbers to update the organizers.

* Be sure your name, phone number where you can be reached, and how
long you will be available for support work are written on your AG data list.




DURING THE A CTION

At the site:

* Give emergency info about yourself and your supportee to another supporter

* Know the boundaries of arrest and non-arrest areas.

¢ Hold $, keys, other personal items (including IDs, if desired) for CDers.

* Bring lots of food for yourself and others: people just released from jail may
want nourishment (hugs work well for this too).

* Be sure you know who to contact for each person arrested: family, job,
friends, pets, etc.

e Bring a paper and pen!

® Once arrests begin, write down each individuals name, the time and nature
of the arrest, the activity of the person arrested, and the treatment of the arresting
officer (try to get a badge number if there are questionable circumstances).

e At least one support person from your AG should stay at the place of
arrest until all CDers in your group are arrested. At least one should go to
where those being arrested are being taken, as soon as the first member of
your AG is arrested.

At the Courthouse:

¢ Try to keep track of all the following info for each person in your AG:

1) Name of judge or magistrate.
2) Name of CDer (Doe # if applicable).
3) Charge.
4) Plea (Not Guilty, Guilty, Nolo Contendere, Creative Plea, etc.)
5) If found guilty: sentence imposed.
6) If pleads not guilty:
- Amount of bail, if applicable
- Whether the person pays the bail or is released
- Date, time, and place of trial
- Any further info
7) If there is a lawyer in the courtroom, and his or her name.
8) Any other info that seems relevant.
e Call all this info into the action office immediately.

ATFTER THE A CTION

¢ Call whomever needs to know about each person who was arrested.

* Be prepared to bring medication to the jail or courthouse for whomever
needs it and follow up on whether it has been administered.

* Keep action office updated: People in jail, OR, bail, etc.




THE LEGAL PROCESS

WARNING
Sometimes, but not always, immediately prior to the arrest of demonstrators,
a warning will be given by the police. They will say which law(s) is (are) being
broken, and will say that anyone remaining will be arrested.
CHOICES:
1.) Stay and be arrested.
2.) Leave.
A RREST
You will be taken to transportation vehicles, may be hand-cuffed and frisked,
and have large possessions removed.
CHOICES:

1.) Cooperate and walk.

2.) Don't cooperate and go “limp” (Additional charges may be involved
for going “limp,” but often they are not added).

BOOKING

Name, address, and birthdate will be asked. Other information may also be
asked (Social Security number, employer, etc.) Fingerprinting and strip-
searches may occur here.

CHOICES:

1.) Give specific amount and accuracy of information.

2.) Non-cooperation (possibly incurring additional charges).

3.) Citing out (signing a citation release saying you will return for
arraignment at a future date).

4)) Staying in jail until arraignment.

A RRAIGNMENT

This is where the charges are officially given to you (often, you may already
know the charges and the probable sentencing because of pre-arraignment
bargaining), and you enter in your choice of plea.

CHOICES:

1.) GUILTY- you will be sentenced now.

2.) NO CONTEST / NOLO CONTENDERE (“NOLO”). This means
you do not challenge the charges, and is treated the same as a GUILTY plea.

3.) NOT GUILTY or CREATIVE PLEA. With this plea you wish to
challenge the charges brought against you. The judge will set a trial date and
choose whether to release you on O.R. (Own Recognizance - your verbal
promise to show up for your trial), set BAIL or BOND (a monetary or physical
security put up to “insure” your appearance on the trial date) or (rarely) require




you to REMAIN IN CUSTODY until the trial date. It is up to you to accept or
not accept O.R., Bail, or Bond as offered by the judge and you can choose to
remain in custody until the trial date.

Norte: The choice to take a case to trial should not be made lightly, or
without prior study and the willingness to commit time, energy, and money
to your defense.

TRriAL -

Those who have plead Guilty or No Contest do not have a trial. The judge or
jury will either find you Guilty or Not Guilty (acquittal). If you are Not Guilty,
you are free to go out and celebrate. If you are Guilty, the judge will then
sentence you. For those who have plead Not Guilty, or have made a creative
plea, the type of trial is up to you.

CHOICES:

1.) INDIVIDUAL TRIAL or REPRESENTATIVE TRIAL. This is an
option for anyone. Sometimes a number of individuals that have been charged
with the same offenses under similar circumstances choose this. If this is true,
the one case can be tried, with the verdict applied to the group.

2.) COURT TRIAL. This involves does not involve a jury. Rather, a
judge will hear the case and give the verdict. This form allows for the
individual circumstances to be heard without the time and expense of a full
jury trial.

3.) JURY TRIAL. This involves the court selecting a jury. The jury listens
to the case, and gives its verdict. This is the most involved and costly form of
trial both for the individual and the government. You may have to pay the costs
if found guilty.

S ENTENCING

After Guilty or No Contest pleas, or Guilty verdicts, the judge chooses
your sentence:

1.) JAIL (often time served - which means the length of time already
spent in jail),

2.) FINE

3.) PROBATION or COMMUNITY SERVICE (work with human needs
agencies instead of time in jail).

CHOICES:

1.) Accept sentencing.

2.) Not accept Fines, Probation, or Community Service and leave court
with the only option of putting you in jail and giving you credit for each day
you spend there.
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AFFINITY GROUP SUPPORT FORM
EXTREMELY CONFIDENTIAL! KEEP OUT OF ACTION!
BURN WHEN EVERYONE IS ACCOUNTED FOR AFTER ACTION!

ACTION NAME: DATE;

PLACE OF ACTION:

AFFINITY GROUP NAME:

AG MEMBER INFO:
(Same Gender “Buddies” for Arrestees)
Name & Alias  Role Emer. Ph. # Buddy Support Person/Ph. #

NUMBER OF PEOPLE IN GROUP:

DRIVER(S):

PHONE #

JAIL SUPPORT PERSON(S):

PHONE #
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Our movements for radical political change and liberation of the Earth build
power through people taking action. It shouldn’t be any surprise that the
corporate/government power structure doesn’t like this. In fact, it has always
worked around the clock and in many ways to disrupt and undermine
grassroots movements under the guise of “crime fighting.” Their strategy
throughout history in maintaining the status quo and dealing with revolution-
ary movements such as the Black Panthers, American Indian Movement, and
Earth First! has been one of violent harassment and intimidation. Leading the
attack on activists are federal investigators and agents, infiltrators, cops, private
security companies, corporate “wise use” front groups, hate mongers and
thugs. Protecting our movements from these scum bags means protecting
ourselves and each other. Doing so means knowing and exerting our constitu-
tional rights in fighting corporate plutocracy and protectionism. It also means
knowing and combating the corporate/governmental tactics of intimidation
with good nonviolent security measures.

Good action security measures include; sharing action information on a need to
know basis and only within your affinity group, reserving sensitive issue discus-
sions to be held person to person and never over the phone, adopting alias’s,
selectively using code language when needed (Warning! The FBI has used code
language evidence against nonviolent activists to accuse them of plotting violent
acts), never bringing drugs or weapons to actions, and not alienating new people.
Good security tools include; wrist watches, pens and paper notepads, video and
still cameras, audio recorders, binoculars, two-way radios, scanners, frequency
counters, cell phones, pagers, report forms and journals.

Above all the techno gadgetry, arm yourself first and foremost with instinct.
Develop active listening and mental recall and imaging skills. Cultivate a
heightened sense of perception. Maintain clear and solid communication
within your affinity group and establish a process to deal with harassment and
intimidation. So often we find ourselves caught up in the stress of everyday
organizing and the senseless paranoia that “they” are after us that we alienate
new people who genuinely care about the issues and want to help out. There
can never be enough of us to stop the madness. If we fail to invite new people
into our movements and even shun them, who will be there to carry on the
struggle of defending Mother Earth and tackling corporate power when we are
gone? Get to know new people and gradually extend your relationship with
them. Honor people’s efforts to get involved. Act with just as much respect
and humility as you act with caution.
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COMMON SENSE SECURITY

Popular consciousness of environmental issues has seen tremendous growth
in the past few years. People organizing or speaking out against environmental
degradation in this country and abroad are facing an escalating pattern of
harassment. Increasing also is the number of arsons, robberies, burglaries, and
attacks on environmental activists, especially on women- who are often on the
front lines in isolated rural areas. Investigators learned of more than one
hundred cases between 1989 and 1992 alone. A pattern is emerging in these
attacks which is similar to attacks on civil rights, anti-war, and Central Ameri-
can activists in the past.

As our movements have become stronger and more sophisticated, the
techniques of the state, corporations and right wing groups have also become
more sophisticated. We have seen government agents, corporate security and
right wing intelligence networks share information as well as ideology. For
instance, the FBI’'s COINTELPRO operations targeted dissidents in America in
the 1960’s and 1970’s. Caution and common sense security measures in the face
of the concentrated efforts to stop us, is therefore both prudent and necessary.

Spend a few minutes to assess your work from a security point of view:
understand your vulnerabilities; assess your allies and your adversaries as
objectively as possible; do not underestimate the opposition. Try to assess your
organizational and personal strengths and weaknesses. Do not take chances.
Plan for the worst; work and hope for the best.

Here are some specific suggestions for protecting yourself and your projects:

OFFICE

* Keep your desk and work area clean. Don’t leave documents lying around
to be removed or read.

¢ Never leave the only copy of a document or list behind; take a minute to
duplicate an important document and keep the duplicate in a safe place off-site.

* Keep mailing and donor lists and personal phone books out of sight.
Always maintain a duplicate at a different location; update it frequently.

¢ Know your printer if you are about to publish and know your mailing
house if you contract for distribution. The loss of camera ready copy or a
change in text could feel like a disaster.

e Back up and store important computer disks off-site. Sensitive data and
membership lists should be kept under lock and key. Do not leave sensitive
files on the hard disk; use floppies, back them up and store the disks in secure
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spots. Use an encryption program to protect your data.

* Know the background of anyone you are trusting to work on any part of a
project that is sensitive. Projects have been bungled because an untrustworthy
person has purposefully intervened or inadvertently screwed up.

* Don’t hire a stranger as a messenger. Your message might not arrive or
could arrive after being duplicated for an unintended party.

» Sweeps for electronic surveillance are only effective for the time they are
being done, and are only effective as they are being done if you are sure of the
person(s) doing the sweep. Sweeps tend to be expensive because to be effective
one must sweep a large area. Many experts contend that the most sophisticated
federal government and private agency taps cannot be detected.

* Keep acamera, loaded with film, handy at all times.

e If you are the last person to leave the office late at night, leave the light on
when you depart. Do not advertise your departure.

TRrASH

* What you consider trash could be a real treasure to someone looking for
information about you or your projects. Don’t throw information about you
or your projects in your trash. Garbology has become a tactic because it is
so useful.

* Keep a “Burn File” in a secure place and occasionally burn it or use a
shredder. Make sure your shredder creates confetti because strips can easily be
reconstructed with a little patience.

TELEPHONE

* Do not list your address with your phone number in the directories.
Consider having yourself unlisted.

* If you receive threatening calls on your answering machine, immediately
remove and save the tape.

* Never respond to a query over the telephone from an unknown person-
lottery tickets, fabulous prizes, jury questionnaires, etc. notwithstanding. Ask
for a telephone number and call the party back considerably later or the follow-
ing day. Check the phone book to see if the phone number they gave you is
legitimate. Check it out. Do the same if a reporter calls.

¢ Never say anything you don’t want to hear repeated where there is any
possibility of being recorded or overheard. Don’t say anything on the phone
you don’t want to hear in open court.

* Don't talk in code on the telephone. If you are being tapped and the
transcript is used against you in court, the coded conversation can be alleged to

'

':l&',“ ':‘.\~ I /4
53 BEEE, )




el A 3 S\

QO
R
-
mean anything by government code “experts.”

¢ Don’t gossip about sensitive people or projects on the telephone. All
information that can make an outsider “in the know” about you and your
projects is valuable and makes everyone vulnerable.

¢ Keep a pad and pen next to the telephone. Jot down details of threatening
or suspicious calls immediately. Note the time, date and keep a file.

* Don't waste time worrying about phone taps or imagining that strange
clicks or hums or other noises indicate a phone tap. Many taps are virtually
impossible to detect. Trust your instincts. If you think your phone is
tapped, act accordingly.

* Remember: It is very easy to eavesdrop on cellular and mobile phones.
Scanners have been developed specifically for that purpose. Neighbors report
overhearing telephone calls via the radio, television and even the stove.

MaiL

* Get a mail box through the Post Office or a private concern. Be aware that
the United States Post Office will give your street address to inquirers under
certain circumstances.

e If you receive a threatening letter, handle it as little as possible. Put both
the letter and the envelope in a plastic bag or file folder. Give the original to the
police only if they agree to fingerprint it. Give them a copy otherwise because
you may wish to have your own expert examine it.

A UTOMOBILES

® Keep your automobile clean so you can see if there is an addition or loss.

* Put no bumper stickers on your car which identify you as an organizer.
Make your car look ordinary.

® Put your literature in the trunk or in a closed box.

® Keep your car locked at all times.

* When traveling, put your purse or briefcase out of reach of the windows.
Put them behind your legs or tuck them up under the dash against the fire wall.

Povrice

* Report any incidents to the local police and ask for protection if you feel
it is warranted.

* Report threats or harassment to your local police. Demand that they take a
report and protect you if that is necessary. Talk to the press and report the
police response as well as the incident(s).

* Report thefts of materials from your office or home to the police; these
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are criminal acts.
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* Brief your membership on known or suspected surveillance. Be scrupulous
with documentation. Do not dismiss complaints as paranoia without careful
investigation. The opposition can and frequently does have informants join
organizations to learn about methods and strategy.

e Discuss incidents with colleagues, family and membership. Call the press if
you have information about surveillance and harassment. Discussion makes the
secret dirty work of the intelligence agencies and private spies easier to spot.

e If you wish to have a private conversation, leave your home or office and
take a walk or go somewhere very public and notice who can hear you.

e If you know a secret, keep it to yourself. As the World War II poster
warned: Loose lips sink ships.

e Photograph the person(s) following you or have a friend do so. Use
caution. If someone is overtly following you or surveilling, they are trying to
frighten you. Openly photographing them makes them uncomfortable. If you
are covertly being followed, have a friend covertly photograph them.

e If you are being followed, get the license plate number and state. Try to get
a description of the driver and the car as well as passengers. Notice anything
different about the car.

¢ If you are followed or feel threatened, call a friend; don’t “tough it out”
alone. “They” are trying to frighten you. It is frightening to have someone
threatening your freedom.

e Debrief yourself immediately after each incident. Write details down; time,
date, occasion, incident, characteristics of the person(s), impressions, anything '
odd about the situation.

¢ Keep a “Weirdo” file with detailed notes about unsettling situations and see
if a pattern emerges.

BREAK-INS

¢ Check with knowledgeable people in your area about alarm systems, dogs,
surveillance cameras, motion sensitive lights, dead bolt locks and traditional
security measures to protect against break-ins

Visits FrROM THE FBI

¢ Don't talk to the FBI or any government investigator without your attorney
present. Get the names and addresses of the agents and tell them you will have
your attorney contact them to set up a meeting. If you have an attorney, give
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beiné followéd, the best overall advice is to trust your instincts. If yoxi feel
something is wrong, trust the feeling. Your instincts are usually right. Most of
us recall the times when we “felt something was wrong” or we “knew better
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